
A practical approach to achieve private medical
record linkage in light of public resources

Mehmet Kuzu,1 Murat Kantarcioglu,1 Elizabeth Ashley Durham,2 Csaba Toth,2

Bradley Malin2,3

ABSTRACT
Objective Integration of patients’ records across
resources enhances analytics. To address privacy
concerns, emerging strategies such as Bloom filter
encodings (BFEs), enable integration while obscuring
identifiers. However, recent investigations demonstrate
BFEs are, in theory, vulnerable to cryptanalysis when
encoded identifiers are randomly selected from a public
resource. This study investigates the extent to which
cryptanalysis conditions hold for (1) real patient records
and (2) a countermeasure that obscures the frequencies
of the identifying values in encoded datasets.
Design First, to investigate the strength of cryptanalysis
for real patient records, we build BFEs from identifiers in
an electronic medical record system and apply
cryptanalysis using identifiers in a publicly available voter
registry. Second, to investigate the countermeasure
under ideal cryptanalysis conditions, we compose BFEs
from the identifiers that are randomly selected from
a public voter registry.
Measurement We utilize precision (ie, rate of correct
re-identified encodings) and computation efficiency (ie,
time to complete cryptanalysis) to assess the
performance of cryptanalysis in BFEs before and after
application of the countermeasure.
Results Cryptanalysis can achieve high precision when
the encoded identifiers are composed of a random
sample of a public resource (ie, a voter registry).
However, we also find that the attack is less efficient
and may not be practical for more realistic scenarios. By
contrast, the proposed countermeasure made
cryptanalysis impractical in terms of precision and
efficiency.
Conclusions Performance of cryptanalysis against BFEs
based on patient data is significantly lower than
theoretical estimates. The proposed countermeasure
makes BFEs resistant to known practical attacks.

INTRODUCTION
The number of scenarios where patient informa-
tion is shared beyond the point at which it was
collected is growing.1 2 The motivation behind data
sharing varies, with certain organizations hoping to
enable transparency and facilitate scientific
discovery,3 4 while others aim to further public
health through biosurveillance and pharmacovigi-
lance programs.5 6 These efforts are often hindered
by the fact that patients’ records are scattered
across organizations,7 so that, as programs expand
in scale and variety, it is crucial to integrate dispa-
rate resources.8e12 Failure to do so will lead to
horizontal and vertical partitioning problems.13 In
the former, records remain duplicated across

organizations, biasing statistics proportionally to
the extent to which a record is replicated in the
joined resource.14 15 In the latter, records remain
fragmented and an association between a clinical
phenomenon at one organization (eg, distribution
of a new pharmaceutical) may be disconnected
from an event elsewhere (eg, adverse episode).16 17

For over half a century, record linkage procedures
have been developed to determine when records
correspond to the same individual.18e20 Many
procedures have been adapted to data derived from
the health domain,21e24 but organizations are often
prohibited from sharing the features commonly
utilized in record linkage (eg, personal name and
residential address). Instead, organizations are
encouraged to share records that are devoid of
patient identifiers (ie, de-identified data).25

Recently, private record linkage (PRL) protocols,
which obscure identifiers, have been proposed.
These protocols have diverse computational costs,
security guarantees, and linkage accuracy.26 One of
the latest approaches, which seeks to strike
a balance between these criteria, is based on Bloom
filter encodings (BFEs).27e30 However, evidence
suggests BFEs are vulnerable to cryptanalysis31

when the encoded records are a random sample of
a known resource (eg, the encoded patient names
correspond to a random selection of records from
the US Census Bureau’s name dictionary32). In such
a case, a constraint satisfaction mechanism can be
applied as a cryptanalysis technique to crack the
filters and, thereby, reconstruct encoded identifiers.
While theory suggests BFEs are vulnerable, the

distribution of identifiers in such encodings in
practice is unlikely to constitute a random sample
of a readily available resource. For instance, the
majority of patients who visit a hospital reside in
the surrounding counties, but, while public
resources provide identifiers on such populations
(eg, county-level voter registration records33), they
are not necessarily an exact representation of the
population. Thus, in this paper, we investigate how
public resources influence the extent to which real
patient identifiers in BFEs can be inferred. Specifi-
cally, we use a cohort of patient records from the
Vanderbilt University Medical Center (VUMC) and
investigate the extent to which public voter regis-
tration records could be exploited as a representa-
tive set of identifiers. We demonstrate that the
attack remains feasible in practice, but that it
results in significantly lower precision in the set of
predictions and longer computation time in the
cryptanalysis than suggested in theory. We further
show that an extension to BFEs, where multiple
patient attributes (eg, personal name and
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residential address) are mixed into a single encoding34 35 may
sufficiently strengthen BFEs against cryptanalysis. Specifically,
this extension transforms the frequency distribution of the
encodings closer to a uniform distribution, which enables the
BFEs to withstand state-of-the-art attacks based on frequency
analysis of the encodings.

BACKGROUND
Record linkage and privacy
Record linkage is a classification problem that predicts if a record
pair belongs to a class of matches (ie, same patient) or non-
matches.i Various record linkage frameworks have been
proposed,34e41 ranging from heuristic rules22 42 to probabilistic
models,43e45 but the process is traditionally accomplished via
identifying attributes, such as personal name or date of birth.

To respect confidentiality, a growing collection of PRL proto-
cols have been suggested.46e52 PRL enables similarity tests
mainly through two types of models: (1) secure multi-party
computation (SMC) and (2) data transformations. SMC utilizes
rigorous cryptographic protocols with strong security guaran-
tees to execute certain functions (eg, computation of Levensh-
tein distance), but is computationally intensive and does not
scale to large data sources.53 By contrast, transformation
methods selectively reveal information to make the process
more efficient. The simplest transformation maps each value to
a corresponding encoding,54e57 but this approach neglects the
fact that records often contain typographical (eg, ‘john’ vs ‘jon’)
or semantic (eg, maiden vs married name) errors.8 Trans-
formation methods are evolving and a subclass of such protocols
now enable approximate matching between records to tolerate
typographical errors in the records (eg, the SparseMap algorithm
transforms similar strings to regions which are close in
a Euclidean space to enable approximate matching58).

Bloom filter encodings
BFEs are one of the more promising PRL strategies in terms of
linkage accuracy and computational complexity.26 Fundamen-
tally, a Bloom filter is a bit array of length m, that is affiliated
with k hash functions.ii 59 All bits in the array are initially set to
0 and each function maps its input to an integer z, where 1 # z
# m, with a uniform probability. The bit locations in the array
corresponding to the output integers of the function are set to 1.

In the BFE model, input that corresponds to a string is
decomposed into its set of substrings of length n, or n-grams.
Each n-gram is subject to all k functions and the BFE of an
identifier corresponds to the bitwise OR of the n-gram encod-
ings. Figure 1 depicts an example where the 2-grams of ‘sam’ are
encoded with one hash function.

In practice, disparate data managers Alice and Bob map values
from each identifying attribute from their datasets A and B to
BFEs. The encodings are sent to a third-party Charlie who
compares them to detect matches.28 30 Figure 1 briefly summa-
rizes this setting, but, due to space constraints, we refer the
reader elsewhere30 for an in-depth walkthrough of the process.

Leaked information leads to disclosure of sensitive data
Unlike PRL protocols based on SMC, those based on trans-
formation may leave identifiers vulnerable to attack because
they leak information. For instance, it was shown that

frequency distributions can be leveraged to re-identify pseudo-
nymizediii items in a database of transactions.61 Additionally, it
was shown that when the leaked information (eg, the relation
between the original records and their transformed versions) is
non-random, the attack may be formulated as a constraint
satisfaction problem (CSP). A CSP is characterized by a set of
variables and a set of constraints.62 Each variable has a domain
of possible values and each constraint restricts the possible
assignments between variables and values. The goal is to assign
all variables to values, such that the constraints are satisfied.
CSPs have been successfully applied to break various encoded
systems, such as simple substitution ciphers.63

Most relevant to our study, a CSP attack was developed for
BFEs.31 In this setting, the third party (ie, Charlie) assumes the
role of the adversary, such that he attempts to compromise
filters using the frequency distribution for identifying variables
as derived from an available resource (eg, a public voter data-
base). The variables of the CSP, as well as their domains, are
identified through a frequency analysis on the identifiers in the
available resource and the BFEs. For instance, suppose ‘john’ is
an identifier in a public resource and its expected frequency
interval is [0.1, 0.2]. In this setting, suppose BFE(‘john‘) and
BFE(‘sam‘) are the only BFEs in the encoded dataset with
frequencies that lie in the expected frequency interval of
‘john.’ As a result, ‘john’ is a variable of the CSP and the
domain of ‘john’ consists of the encodings BFE(‘john’) and BFE
(‘sam’).
The constraints of the CSP are derived from the properties of

the BFE generation mechanism (eg, the hash functions set the
same bits for the same n-grams). We refer the reader to the
section on ‘A basic cryptanalysis protocol for Bloom filter
encodings’ for further details.

METHODS
Materials
We constructed datasets from three resources to gauge how BFEs
are susceptible to attack.

Davidson County, Tennessee voter registration dataset
The Davidson County, Tennessee voter registration (DCVR)
dataset is a public resource, made available for a moderate
fee from the Davidson County electoral commission. The
VUMC is located in this county and the DCVR is expected to
reflect the type of resource that could be leveraged to attack data
shared by the VUMC. It consists of the records of 283 173
individuals.

Vanderbilt electronic medical record dataset
The Vanderbilt electronic medical record (VEMR) dataset is
a private resource that consists of patient identifiers in the
VUMC electronic medical record system. We selected a subset of
239 747 records which match the demographics of the DCVR
(eg, they have the same ZIP codes) and have no missing values.
The details of the selection process are given in supplementary
online appendix A.
For these resources, we studied two sets of identifiers: (1)

the 100 most frequent residential street names and (2) the 37
five-digit ZIP codes available in the DCVR. The frequency
distributions for these attributes are depicted in figure 2.

iIn certain instances, record linkage incorporates a third class of record pairs held
over for administrative review by humans.
iiDetails for the selection of k hash functions are provided in supplementary online
appendix E.

iiiPseudonymization is a process by which the identifying fields within a data record
are replaced by artificial identifiers in a consistent manner (eg, ‘sam’ may be replaced
with ‘150asd01’).60
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North Carolina voter registration dataset
The North Carolina voter registration (NCVR) dataset is a free
public resource of voter registration records from the state of
North Carolina.64 We selected a subset of 1 767 510 records for
which there were no missing values. We study this resource to
compare our protection solution to the worst case scenario (eg,
encoded identifiers are randomly selected from the available
public resource) presented in earlier research.31 For this resource,
we studied four sets of identifiers: (1) 20 264 distinct forenames,
(2) 30 217 distinct surnames, (3) 129 distinct ZIP codes, and
(4) 131 distinct cities.

A basic cryptanalysis protocol for BFEs
We utilized the adversarial setting from the original BFE crypt-
analysis study.31 In this setting, the CSP variables and their
domains were constructed under the assumption that the
encoded identifiers were randomly selected from an all-encom-
passing global dataset. Charlie attempts to crack the encodings
submitted by Alice and Bob without their assistance. To do so,
he invokes a public resource as a global dataset and attempts to
infer the identifiers in the BFE datasets through a CSP.

The CSP variables (ie, identifiers) and their domains are
obtained from the global and encoded dataset, respectively.
Normalized frequencyiv intervals are extracted for each identifier
in the global dataset through a Monte Carlo sampling technique.
Specifically, multiple artificial datasets with the size of the
encoded dataset are constructed by a random selection of records
from the public resource. Next, frequency bounds are
constructed for each identifier in the public resource using its
corresponding frequencies in the artificially constructed datasets.
If the lower frequency bound of an identifier is positive, it is
included in the model because the corresponding identifier is

expected to be in the encoded dataset. Then, each BFE is asso-
ciated with the domain for each variable in which its frequency
is bounded. Basically, identifiers in the public resource are used as
CSP variables and the domain values of these variables consist of
a subset of BFEs. Figure 1 provides an illustration of this process.
Notice that the BFEs b1 and b2 are placed in the domain for
‘adrianna’ because their frequencies reside in the corresponding
interval.
The CSP constraints are obtained from the properties of the

n-gram encoding function, which we refer to as f. Recognize that
when the function is applied to a particular n-gram, only certain
bits are flipped from 0 to 1. Thus, if a BFE contains 0’s in certain
bit locations, Charlie concludes f does not set those locations for
any of the n-grams in the corresponding identifier. This enables
Charlie to simulate f on each n-gram through a belief function bf
that works as follows.
To formalize the belief function, let X be a variable and v be

a BFE. Initially, for an n-gram q, Charlie believes f(q) may set any
bit location from 0 to 1. Once a variable-to-encoding assignment
X ¼ v is added to the CSP, the new belief about the encoding of X
is obtained by applying the bitwise AND to bf(q) and v. If v
contains a 0 in location l, then bf(q)[l] ¼ 0 for an updated state
of the CSP. Returning to figure 1, initially bf(‘ad’)¼1111111111
because all bits are equally likely to be set when f is applied to
‘ad.’ Now, suppose {adrianna¼0111101101} is added to the CSP.
At this point, Charlie learns that f does not set the first, sixth
and ninth bit locations when applied on the 2-grams of
‘adrianna,’ so bf(‘ad’) is updated to 0111101101.
More generally, the belief function and properties of the BFEs

are exploited to define two types of constraints. We informally
describe these constraints because they influence the crypt-
analysis and will be addressed in our evaluation, but we direct
the reader elsewhere31 for more rigorous and detailed definitions.
An illustrative application of the constraints is provided in
supplementary online appendix B.

Figure 1 An example of forenames
encoded into 10-bit Bloom filter
encodings (BFEs) using one hash
function. The names have been
partitioned into 2-grams after flanking
with spacers (ie, ‘_’) to account for the
ends of the strings. After encoding, data
owners Alice and Bob transfer the BFEs
to a third-party Charlie for linkage. This
third party identifies matching records
using a set-based similarity measure
(eg, Dice coefficient) on the BFEs of the
records. In this setting, Charlie executes
the constraint satisfaction problem
(CSP) attack based on a frequency
analysis.

ivThe normalized frequency of an item is defined as its proportion among all the items
in the dataset.
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Belief validity constraint
The encoding of an identifier is obtained by combining the
encoding of its n-grams with a bitwise OR operation. The belief
function simulates the n-gram encoding function, so the
encoding of any string will be formed by combining the belief
about its n-grams in any consistent CSP state.

Minimum location constraint
The minimum number of bit locations, w, that will be set by an
n-gram encoding function can be determined probabilistically.
This is based on the number of hash functions applied for the
encoding and the length of the Bloom filter. As such, Charlie can
enforce a constraint which asserts that belief on any n-gram
should contain at least w bit locations that are set to 1.

Once the CSP is formulated, a solver algorithm is applied to
associate BFEs with corresponding identifiers. An example of
how the solver works is provided in supplementary online
appendix C.

Frequency extension to handle non-random sampling
Although public resources may have similar frequencies to the
encoded patient identifiers, the latter are not necessarily
a random sample. This may be due to various factors, such as
the fact that voters in a certain region are not necessarily

patients of a hospital in the same vicinity. And, if an encoding
fails to be associated with the correct corresponding identifier in
the CSP during initialization, it can lead to an incorrect belief
function and an unsolvable CSP.
To prevent the CSP from failing, we devised a strategy to

systematically expand the frequency interval. Imagine (l, h) is
the low-to-high frequency interval for a patient identifier and is
based on an initial prediction through the random sample
assumption. To ensure a properly initialized CSP, we apply
expansion factors el and eh, such that the bounds become [el * l,
eh * h]. These expansion factors are basically multipliers for the
frequency bounds of the identifiers which were derived under
the random sample assumption. For instance, suppose the
predicted interval for ‘john’ is [0.1, 0.2], el ¼ 0.5, and eh ¼2.
Then, the expanded interval is [0.05, 0.4]. To obtain such
intervals, we iteratively increment el and decrement eh until the
CSP solver achieves a solution.

Statistical approximation to speed up cryptanalysis
Frequency bounds were initially constructed via a Monte Carlo
sampling technique.31 However, this requires the selection of
a large quantity of samples from the global source, each equal in
size to the number of encoded patient records. This is a slow and
computationally intensive process and suggests the attack may

Figure 2 Frequency distribution of
identifier values in the Davidson County,
Tennessee voter registration (DCVR)
and Vanderbilt electronic medical
record (VEMR) datasets: (left) street
names and (right) ZIP codes.

Figure 3 Frequency bounds for the
ZIP codes in the Vanderbilt electronic
medical record (VEMR) dataset
constructed through a statistical
analysis of the Davidson County,
Tennessee voter registration (DCVR)
dataset under the random sample
assumption.
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not be practical. However, we hypothesized that the CSP could
be formulated in a significantly faster manner by utilizing the
sampling distribution of proportion statistics to form the
bounds analytically. Due to space limitations, the details of this
process are deferred to supplementary online appendix D.

Mixing multiple identifying attributes into a single Bloom filter
If the frequency distribution of encoded patient records could be
flattened, the CSP attack could be thwarted, even if the theo-
retical worst case scenario holds (ie, encoded identifiers are
randomly selected from a public resource). The frequency anal-
ysis is necessary for both variable selection and domain refine-
ment. If the lower bound of the expected proportion of
a candidate variable is equal to zero, the solver cannot select it as
a variable. This is because the encoding of the corresponding
variable may not exist in the encoded set, which is a necessary
condition for a feasible attack.

We hypothesized that combining multiple patient attributes
into a single BFE34 35 could provide such protection. To test this
hypothesis, we concatenated the values of the personal attri-
butes from the corresponding records. For illustration, a record
with forename ‘john’ and surname ‘smith’ would be ‘john
smith’ in the concatenated filter.

Performance measures
To evaluate the performance of the cryptanalysis, we adapted
a precision measure. We define precision p as the ratio of
correctly identified encodings to all available ÆBFE, identifieræ
pairs produced by the CSP solver.

To measure the computational feasibility of the cryptanalysis,
we use time t required for the CSP solver to provide a solution to
the problem.

Experimental setting
We assessed cryptanalysis in two settings. For both cases, BFEs
were obtained by hashing 2-grams of the identifiers into a 500-
bit Bloom filter. This BFE setting was suggested in an earlier
study.30

In the first setting, we composed a real attack scenario, such
that the VEMR and DCVR were applied as the sample BFE and
global public datasets, respectively. We assessed the performance
using ZIP codes and street names. In this setup, frequency
bounds were based on an initial estimate derived from the
sampling distribution of the proportion statistics (details are
available in supplementary online appendix D). The bounds
were further expanded with constant factors. This is because the
initial bounds may not be correct for some identifiers.v

The second setting built on the original study31 to assess how
composite filters can mitigate vulnerability when the random
sampling assumption holds true and to allow for independent
validation of our experiments. In this setting, NCVR served as
the global dataset and the BFE dataset was derived by randomly
selecting 20 000 and 50 000 records. While the original study
assessed one attribute (forename), we investigated the perfor-
mance with the four attributes mentioned earlier and composite
BFEs of the form (forename + surname) and (forename +
surname + city + ZIP code). For this experiment, the frequency
bounds were formed by an analytical analysis of proportion
statistics (see supplementary online appendix D). We analyzed
the domain size of the identifiers resulting from the bounds and

the success of the CSP solver on the 50 most frequent identi-
fying values.
All experiments were conducted on a Linux operating system

with a two quad-core 2.5 GHz Intel Xeon processor and 30 GB
memory.

RESULTS
A real attack on patient identifiers
By attacking the VEMR through the DCVR, we investigated the
cracking performance and the computational efficiency of the
cryptanalysis in the real world setting where the encoded
identifiers are not selected randomly from a public resource.
The VEMR and DCVR datasets covered the same set of 37

ZIP codes. Yet, as figure 3 illustrates, the initial estimates on
the normalized frequency bounds were incorrect for three
(or 8.1%) of the ZIP codes. Execution of the CSP attack on
such a system failed to yield a correct solution due to the
propagation of belief errors. However, we were able to succes-
sively expand the frequency intervals to achieve a satisfiable CSP
that correctly assigned 95% of all ZIP codes to their corre-
sponding BFEs. This was accomplished when the lower and
upper bound expansion factors were set to el¼0.2 and eh¼1.3,
respectively.
Despite the attack’s success, it should be recognized that the

expansion process led to significant growth in the domains of
the ZIP codes, as shown in figure 4. Once the expansion factors
were correctly defined, the CSP solver required approximately
1 day to complete the task. However, an adversary needs to
search for an appropriate el and eh. In the experiments, it was
found that each trial in the search resulted in the CSP solver
halting without a solution, but required approximately 2 days
per run.
Regarding street names, we observed that the frequencies of

many names in the two resources were similar (as shown in
figure 2), but that certain names in the DCVR were not in the
top 100 VEMR names. A CSP attack based on these data is
guaranteed to fail because, to achieve a satisfiable CSP, the
domains for all the names in the global dataset must be correctly
defined. In other words, the domain of each name should
contain its correct encoding. For instance, the domain of name
‘john‘ should contain BFE(‘john’). However, this does not imply
the system is sufficiently protected. Consider, an adversary
might conduct a smaller scale attack on a smaller set of names.
To address this case, we composed a CSP with the most frequent
names in the DCVR that were in the list of most frequent
names in the VEMR. This CSP consisted of a set of 42 names
from which we were able to construct a satisfiable CSP
formulation once the expansion factors were set to el¼0.6 and
eh¼1.2, respectively. In this setting, the solver was unable to
discover a solution after almost a week of continuous runtime.
Therefore, we reduced the number of names in the CSP to the
point at which the solver completed the task in a practical time
period. This occurred at the 20 most frequent names, where
a mapping was returned in a few seconds. In this solution, four
of the 20 mappings (or 20%) were correct.
These results illustrate that attacks on BFEs based on real

patient records are feasible, although challenging.

Mitigation of the worst case attack
The results of the previous section indicate the importance of an
efficient frequency analysis on the cryptanalysis. Although it is
difficult to assert well-defined assumptions on the frequency
distribution of the encoded dataset, encodings should withstand
worst case scenarios (eg, when encoded identifiers are randomly

vThe bounds were constructed under the assumption that encoded records were
randomly selected from the public source, which was not necessarily true for real
datasets.
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selected from a public resource). In the theoretical study,31 such
a scenario was constructed by drawing encoded identifiers as
a random sample of the global dataset (ie, the NCVR dataset).

Our investigations reveal that the CSP for this setting has
variables with relatively small domains due to an efficient
frequency analysis. Figure 5 depicts the domain sizes for the
four NCVR identifying attributes. For all attributes, the
domains of the first few variables were sufficiently small to help
prune large parts of the solver ’s search space, leading to efficient
assignments of the variables. The results given in table 1
demonstrate the efficiency of the CSP solver in this setting,
where it can be seen that the precision of the attack ranged from
0.94 to 1.0 and the runtime ranged from several seconds to an
hour.

To protect BFEs, we found that the frequency distribution
can be pushed toward a uniform distribution by combining
multiple attributes of a patient into a common BFE. To illus-
trate the effect, we executed the CSP on random samples of
20 000 and 50 000 NCVR records for the (firstname + surname)
and (firstname + surname + city + ZIP code) attributes. When
the number of records was 20 000, we were unable to instan-
tiate the CSP for an attack. This was because the lower bound
of the expected proportion for all candidate variables was equal
to zero.
In the case of 50 000 NCVR (firstname + surname) records,

we were able to set up the CSP for 12 variables. However, as
shown in figure 6, the domains for these variables were too large
to mount a successful attack. The average domain size was

Figure 4 Expansion of lower and
upper frequency bounds with constants
el ¼ 0.2 and eh ¼ 1.3 enables
construction of correct bounds for all
ZIP codes in the Vanderbilt electronic
medical record (VEMR) dataset with the
cost of considerable increase in the
domains of the constraint satisfaction
problem (CSP) variables.

Figure 5 Frequency analysis of the
North Carolina voter registration (NCVR)
dataset under the random sample
assumption enabled construction of
constraint satisfaction problem (CSP)
variables with relatively small domains.

Research and applications

290 J Am Med Inform Assoc 2013;20:285–292. doi:10.1136/amiajnl-2012-000917

D
ow

nloaded from
 https://academ

ic.oup.com
/jam

ia/article/20/2/285/896992 by AN
KAR

A U
N

IVER
SITESI user on 11 D

ecem
ber 2021



approximately 28 000. As a result, the assignments proposed by
the CSP were almost random. Only one identifier was correctly
assigned to its encoding. By the time the BFE was extended to
incorporate (firstname + surname + city + ZIP code), the CSP
was unable to crack any identifiers.

DISCUSSION
BFEs are a potentially useful technique for enabling PRL in
a practical way. We recognize that cryptographic techniques
based on SMC53 65 provide more rigorous security guarantees,
but, at the moment, are not sufficiently scalable for the inte-
gration of large data sources. According to a recent survey,
integration of two datasets of 1000 strings with a well-known
SMC technique requires more than 2 years on a commodity
server.26 By contrast, BFEs enable such integration in only a few
seconds.

However, care must be taken in the application of BFEs. Our
experiments prove public resources, such as voter registration
lists, can be leveraged to crack BFEs based on real patient iden-
tifiers. Although the speed and precision of state-of-the-art
cryptanalysis is worse than previously posited,31 BFEs can still
be compromised using the computational resources available in
a commodity server. Fortunately, we have shown that
combining multiple patient identifying attributes into
a common BFE offers a protection mechanism. This simple, yet
effective, technique ensures the CSP model is incorrectly
formulated or practically intractable to solve. We illustrated this
approach precludes the attack even if the theoretical worst case
assumptions (eg, encoded identifiers are randomly selected from
a public resource) hold true.

Despite the merits of this work, we wish to highlight certain
limitations of our study. First, while we have shown that the
attack is feasible, we assumed an adversary had appropriate
knowledge of the population from which the BFEs were gener-
ated. However, in practice, it may be difficult for an adversary to
acquire such knowledge. Supplementary online appendix A

provides further details about how such knowledge would
influence the CSP attack with the VEMR dataset. Second, our
cryptanalysis is based on a specific technique. Although it is the
best known attack to date, it may not expose all vulnerabilities
of the encodings. Third, the empirical analysis is specific to the
datasets and personal attributes we studied. The frequency
distributions of the attributes may differ across datasets and
attributes. Finally, the proposed BFE protection mechanism was
only evaluated from the perspective of its resistance against the
attack with the goal of constructing a more secure BFE. It will be
necessary to extend BFEs in a more principled approach
by evaluation of the impact of the attack on record linkage
accuracy.

CONCLUSION
BFE is a promising approach for private medical record linkage,
but this investigation confirms that BFEs may leave identifiers
vulnerable to compromise via public resources. Nonetheless, our
work further illustrates there are limitations to frequency-based
attacks and when patient identifiers are not a proper random
sample of a resource available to an attacker (eg, voter list),
cryptanalysis is less likely to succeed. Finally, we showed
that combining multiple patient identifying attributes into
a single BFE offers a practical protection mechanism against
cryptanalysis.
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