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1  Whether this data availability is technologically shaped as data 
pooling or as federated learning is not decisive for our argument here. 
The draft regulation of the European Commission for one European 
Health Data Space (EHDS) categorizes this all under secondary use 
of data. See: European Commission, ‘Proposal for a Regulation of the 
European Parliament and of the Council on the European Health Data 
Space’, COM(2022)197/final, 03.05.2022, Strasbourg art. 34(1)(g) 
and (h) (https://​health.​ec.​europa.​eu/​publi​catio​ns/​propo​sal-​regul​ation-​
europ​ean-​health-​data-​space_​en).

New data-driven medical technologies have been developed 
and are under construction that hold important benefits 
for patient wellbeing, disease management and clinical 
practices [1]. This will serve the innovation necessary for 
maintaining the best level of clinical practice, implying 
that more people can benefit from those services. For 
such innovations, medical researchers until recently met 
with technical and infrastructural hurdles. However, with 
these hurdles diminishing, the window opens to another 
bottleneck: the data and research regulations [2]. Quite 
frequently, the ethical and legal risks of data use stand in 
the way of research aimed at improving clinical practice.

Of the manifold data-driven research practices where 
the legal/ethical bottleneck is currently experienced, we set 
the spotlight on two exemplary cases. The first example is 
the use and sharing of magnetic resonance imaging (MRI) 
scan data for improving the diagnosis and treatment of brain 
tumors, assisted by algorithms, where the issue arises out 
of the higher level of safeguards that the data protection 
regulations postulate for processing personal health data. 
Researchers need large and combined datasets, especially 
for continuous training of the algorithms, which incentivizes 
data availability across institutions, sectors and even across 

national borders.1 Additionally, this example also elucidates 
the issue of personal versus anonymous data, but we will 
come back to that in more detail below. The second example 
regards the release of an algorithm, trained on MRI data and 
recognizing certain disease markers, for use by other parties 
outside the original institution. This does not pertain to 
sharing data, but that is only true with regard to the current 
status of the technology. In short, this case demonstrates 
the privacy concerns with a view to future technological 
developments and the competitiveness of an algorithm. Both 
examples point to the divergence in laws and policies across 
institutions, countries and continents.

Let us just demonstrate the regulatory environment for 
researchers by briefly looking at two trans-institutional 
issues. Our first example relates to data-sharing practices 
across institutions and countries. First of all, there is the 
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unclarity whether making data available is subject to the 
traditional ethical assessment or has to follow a separate 
research data ethics route. Institutions have different policies 
and interpretations for that. What is possible at one hospital 
might be a no-go at another one. Second, researchers will 
meet with divergent positions that different institutions or 
ethical committees might have on the assessment of research 
ethics. Furthermore, using and sharing existing databases in 
medical research institutions is not unproblematic under the 
data protection regulation, because the data processing must 
stay within the purpose for which the data are originally 
collected; according to art. 5(1)(b) of the General Data Pro-
tection Regulation (GDPR)—the primary legal framework 
for personal data regulation across Europe; in force since 
2018.2 Clearly, not all databases that could help the research 
goals are collected for that purpose. Sharing within one or 
more EU member states may already be risky, because of 
the divergent policies one might encounter between national 
Data Protection Authorities. The implementation of the 
GDPR is a national task, leading to divergent requirements. 
Crossing the border and sharing with US or Asian data 
processors is even more problematic because the receiv-
ing partners must comply with the GDPR standards and be 
recognized as such under the extraterritorial effect rules of 
art. 44 et seq GDPR.3 Finally, in this exemplary casus the 
question is acute to whom the data belong: Who can claim 
the sovereignty or ownership over those data? Researchers 
will have to wait for the hospital management’s approval 
to pool with other databases or open the database for fed-
erated learning. The management will add to the require-
ments already mentioned above a level of risk assessment 
regarding data- and network security. It is obliged to do so 
under various legal regimes, not only the provisions against 
personal data leaks in the GDPR but also the national legis-
lations for vital sectors.4

One may wonder where the consent of the patient comes 
into view. Indeed, according to good clinical practice, the 

permission to use the data for care and cure (the primary use 
of data5) will be included in the consent a patient gives when 
entering into the contractual relationship with the hospital. 
Leaving aside the concerns one may already have around 
this consent, evidently the permission did not and could not 
include the future sharing of data for a research purpose 
in a time frame and a location yet unknown. Obtaining 
that permission afterwards is practically unrealistic, where 
in many cases the treatment relation between patient and 
hospital will already be terminated years ago, as the patient 
recovered, moved elsewhere or passed away. Art. 6(4) GDPR 
requires specific safeguards in this respect, preventing the 
identification of the patient, also referring to the higher 
level of protection for health data (art. 9(2)(j) GDPR). This 
last point significantly obstacles the opportunity to plan 
retrospective observational studies that often can be drawn 
for preliminary testing of some hypotheses or for evaluating 
data from large cohorts of patents (i.e. the big data analysis). 
The specific measures are repeated in the research exception 
of art. 89 GDPR, a dedicated provision to enable scientific 
research with personal data.

That brings us to the GDPR standard for anonymization 
or pseudonymization, which is perceived as divergent 
and stricter than those in other jurisdictions of the world 
[3]. For the MRI brain tumor data in our example, the 
question arises to what extent one has to anticipate future 
technological developments, so as to exclude any imaginary 
type of reconstructing patients’ identity from the data. A 
reasonability test could be expected here but has not been 
recognized so far across the EU, let alone globally.6

The second example reinforces the impression that the 
GDPR actually obstacles the pursuance of fundamental 
public interests as we saw above: How to deal with the 
possible future developments of technology? Releasing an 
algorithm for use in other medical research environments 
would not qualify directly as processing personal data. But 
as soon as the expectation arises that technology may come 
on the market that can ‘read’ from the algorithm information 
on the data it has been trained on, then the question of 
qualification is again on the table.7 Would the data protection 
level one have to comply with under the GDPR also apply 

3  To be joined by art. 52 – 54 of the draft EHDS regulation men-
tioned above, introducing the authorized participants to HealthData@
EU from third countries; only for non-identifiable data (see below).
4  E.g. the EU NIS Directive implementation comprises the health 
sector in Germany, but not (yet) in the Netherlands. Italian legislation 
has not transposed the NIS Directive into mandatory constraints; it 
has simply expressed a general obligation to implement an adequate 
level of protection, embracing a logic of risk management wherein 
individual actors must autonomously conceive and implement meas-
ures that pursue safety objectives. The draft for the revised Directive 
(NIS2) pursues the harmonization of national regimes, including the 
health sector in all Member States.

5   Defined in art. 2(2)(d) of the draft EHDS regulation as: ‘primary 
use of electronic health data’ means the processing of personal elec-
tronic health data for the provision of health services to assess, main-
tain or restore the state of health of the natural person to whom that 
data relates, including the prescription, dispensation and provision of 
medicinal products and medical devices, as well as for relevant social 
security, administrative or reimbursement services.
6  The draft EHDS Regulation refers to these measures in art. 44(2) 
and (3), not referring to actual status quo of technology or a reason-
ability test.
7  As we understand it, the proposed regulation on the European 
Health Data Space does not address this issue.

2  Regulation (EU) 2016/679 of the European Parliament and of the 
Council of 27 April 2016 on the Protection of Natural Persons with 
Regard to the Processing of Personal Data and on the Free Movement 
of Such Data, and Repealing Directive 95/46/EC (General Data Pro-
tection Regulation), (https://​gdpr-​info.​eu/).
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now for the shared use of these algorithms? There is no clear 
guidance there. Such uncertainty can limit the identification 
of potential biomarkers able to predict the likelihood of 
disease/response to therapy/prognosis, by using large 
retrospective data analysis.

The two strands of exemplification in this essay are 
intended to show how in current research practices the law 
fails in one important aspect of its purpose: facilitating the 
activities that are deemed highly desirable in society. As a 
consequence, there is a kind of unproductive pressure on 
the climate for innovative data-driven medical research. 
Therefore, a plea must be made for a fresh view and the 
development of legal/ethical standards that re-align the 
interests of the implied stakeholders better than the current 
antithesis of privacy versus research. It would not only 
reflect the actual weight attached to the maintenance and 
further distribution of high-quality health care at affordable 
cost. It would also reduce the pressure that the current 
legal approach puts on individual consent. This individual 
consent is now the security valve, or a catch-all if one wants. 
However, a better representation of the interests of the 
individual patients is direly needed. After all, an individual’s 
consent is hardly the lodestar of medical research and of 
medicine altogether.
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